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Disclaimer

This presentation is being made by a Consumer Financial Protection Bureau 
representative on behalf of the Bureau. It does not constitute legal 
interpretation, guidance or advice of the Consumer Financial Protection 
Bureau. Any opinions or views stated by the presenter are the presenter’s 
own and may not represent the Bureau’s views.

This document was used in support of a live discussion. As such, it does not 
necessarily express the entirety of that discussion nor the relative emphasis 
of topics therein.
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CFPB’s Office for Older Americans

CFPB’s Office for Older Americans works to:

 Help older consumers make sound financial decisions as they age

 Identify and address emerging consumer protection risks

 Help older adults recognize warning signs of unfair, deceptive, or abusive 
practices and protect themselves from such practices

 Coordinate consumer protection efforts on behalf of older adults with 
other federal agencies and state regulators to promote consistent, effective, 
and efficient enforcement

Learn more at consumerfinance.gov/olderamericans



Scam statistics
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Older adults & scams (2022)

Consumer Sentinel Data Book 2022 6



Top fraud loss types for ages 60+ (2022)
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FTC Protecting Older Consumers Report – October 2023
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Loss reports by payment method for ages 60+ (2022)

FTC Protecting Older Consumers Report – October 2023



9

Contact method & total paid (all ages, 2022)

Consumer Sentinel Data Book 2022



Examples of scams
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Examples of fraud and scams

Exploitation by an 
agent under a POA 
or person in another 
fiduciary relationship

Theft of money or 
property by family 
members, caregivers, 
or in-home helpers

Lottery and 
sweepstakes 
scams

Grandparent / 
imposter 
scams
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Fake charity 
scams

Telemarketer, 
mail offer or 
salesperson 
scams

Tax and debt 
collection 
scams

Examples of fraud and scams (cont.)

Reverse 
mortgage 
fraud
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Scams we will cover today

Online dating 
scams

Tech support scams

Investment 
scams
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Family 
emergency & 
imposter scams



Online dating scams
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Online dating scams

Red Flags

• New love asks you to wire money 
for “emergency”

• New love asks to access your 
bank or credit card accounts

• New sweetheart asks you to open 
joint account or co-sign a loan

Safeguards

• Never send money or gifts to a 
sweetheart you haven’t met in 
person

• Limit what personal information 
(like bank or credit card accounts, 
SSNs) you share with a new love.

• Limit what personal information 
you share online and on dating 
apps
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FTC Data Spotlight – Feb. 2023
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FTC Data Spotlight – Feb. 2023



18



Tech support scams
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Tech support scams

Red Flags

• Unsolicited call from “tech 
support” says they found a 
problem on your computer & need 
to remote in 

• Unknown pop-up appears with 
phone number to call for “tech 
support”

• Unsolicited email about 
suspended account, with link 
(which installs malware)

Safeguards

• Never give control of your 
computer to someone who calls 
you out of the blue.

• Don’t click links in unsolicited pop-
ups or emails.

• Keep anti-virus software up to 
date.
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Investment scams
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Investment scams

 Scammers may take advantage of 
your trust or inexperience 

 It is important to be cautious if you 
are asked to invest your savings



Investment scams

Red Flags

• Asks you to “act now” or “before 
it’s too late”

• Promises guaranteed high interest 
rates or “no risk” investments

• Tells you to leave everything in his 
or her care

• Refuses to tell you how he or she 
is paid 

• Asks you to put all your money in 
one type of investment

Safeguards

• Take your time and do your 
research before investing your 
money

• Check the background of a broker, 
brokerage firm, or an investment 
adviser at FINRA.org

• Interview the broker or adviser. 
Ask questions such as:
oCan I file a complaint if I have a 

problem?
oHow are you paid? 
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Imposter scams 
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Family emergency scam 

Scammers:

▪ May know grandchild’s name

▪ Usually cry to disguise voice 

▪ Plead for victim to wire money

▪ Ask not to tell family members 

Hello, Grandpa. I’m in trouble. 
Please don’t tell Mom. 
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IRS imposter scam

Scammers: 

▪ Say money is owed for taxes

▪ May “spoof” (falsely represent) IRS toll-free numbers

▪ Use common names and fake IRS badge numbers

▪ May threaten arrest or deportation

…calling from the IRS…
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Identity theft
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Identity theft

Thieves steal your personal financial information and use your identity to 
commit fraud and other crimes.

• Social Security Number

• Birth date

• Credit card or account numbers

• PINs & passwords
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Preventing identity theft

▪ Protect your personal information

▪ Protect incoming and outgoing mail

▪ Sign up for direct deposit

▪ Use a shredder to destroy “financial trash” 

▪ Monitor bank accounts and credit card bills 

▪ Avoid come-ons for personal information

▪ Review your credit record annually and report any fraudulent activity
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Report fraud and identity theft
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More information and resources
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An awareness program developed in 
collaboration with the FDIC

 Identify scams, fraud and other forms of 
exploitation

 Instructor guides available for download  

 Resource guide available in bulk for free

Available in English and Spanish

Money Smart for Older Adults

consumerfinance.gov/moneysmart
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https://www.consumerfinance.gov/moneysmart


 Help for financial caregivers handling the finances 
for a family member or friend who is incapacitated

 Guides for four common types of financial 
caregivers:

 Agents under a Power of attorney

 Guardians and conservators

 Trustees

 Social Security and Department of Veterans 
Affairs (VA) representatives 

 Includes tips on protecting assets from fraud 

 Available in English and Spanish

Managing Someone Else’s Money

consumerfinance.gov/msem
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https://www.consumerfinance.gov/msem
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Considering a financial caregiver

 Informal caregivers

 Formal caregivers

 Choosing the right caregiver for your needs

 To download or order free copies in English and 
Spanish, visit consumerfinance.gov/order and 
type “financial caregiver” in the search field.

http://www.consumerfinance.gov/order


Planning for diminished capacity and illness

 CFPB and SEC consumer advisory, Planning 
for diminished capacity

 Planning ahead may help you stay in control 
of your finances

 Powers of Attorney and trusts are options that 
can help you plan for the future
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http://files.consumerfinance.gov/f/201505_cfpb_consumer-advisory-and-investor-bulletin-planning-for-diminished-capacity-and-illness.pdf
http://files.consumerfinance.gov/f/201505_cfpb_consumer-advisory-and-investor-bulletin-planning-for-diminished-capacity-and-illness.pdf


Ask CFPB: find answers to your questions

consumerfinance.gov/askcfpb
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http://www.consumerfinance.gov/askcfpb/


 Mortgages

 Student loans

 Payday loans

 Auto loans or leases

 Checking and savings accounts

 Credit cards and prepaid cards

 Credit reporting

 Debt collection

 Money transfers

 Check cashing services

Submitting a complaint to CFPB

consumerfinance.gov/complaint
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Contact Us

Consumer Financial Protection Bureau
Office for Older Americans

Website: 
consumerfinance.gov/olderamericans

Email: olderamericans@cfpb.gov
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https://www.consumerfinance.gov/practitioner-resources/resources-for-older-adults/
mailto:olderamericans@cfpb.gov
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