How to recognize and prevent scams

Consumer Financial Protection Bureau

Office for Older Americans




Disclaimer

This presentation is being made by a Consumer Financial Protection Bureau
representative on behalf of the Bureau. It does not constitute legal
interpretation, guidance or advice of the Consumer Financial Protection

Bureau. Any opinions or views stated by the presenter are the presenter’s
own and may not represent the Bureau's views.

This document was used in support of a live discussion. As such, it does not

necessarily express the entirety of that discussion nor the relative emphasis
of topics therein.
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CFPB's Office for Older Americans

CFPB’s Oftice for Older Americans works to:
= Help older consumers make sound financial decisions as they age
= |dentity and address emerging consumer protection risks

= Help older adults recognize warning signs of unfair, deceptive, or abusive
practices and protect themselves from such practices

= Coordinate consumer protection efforts on behalf of older adults with
other federal agencies and state regulators to promote consistent, effective,
and efficient enforcement

Learn more at consumerfinance.gov/olderamericans
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Scam statistics
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SENTINEL
NETWORK
DATA BOOK 2022
o 1 Identity Theft
M I L L I 0 N 2 Imposter Scams
RE PO RTS Credit Bureaus, Info Furnishers and Report
Users
- d
2.4 million fraud reports 26% .o’

$8.8 billion
total fraud losses

$650
median loss




Older adults & scams (2022)

£1,674
Younger people ———
reported losing But when people 1000
money to fraud  agez0-29 aged 70+ had a loss, "
more often than @ the median loss $548
older people. Age 7079 was much higher.
Age 20-29 70-79 8+
c‘.'; b someumer fnenci Consumer Sentinel Data Book 2022



Top fraud loss types for ages 60+ (2022)

investment Scams I s404M (+175%)

Business Impesters [ SATAM [+ T8

Romance Scarns [N $240M (+13%)
Governmant Imposters [ 5 156M (+52%)
Tach Support Scams D £150M (+117%)
Prizes, Sweepstakes & Lotteries [ $134M (+24%)

Online Shopping [N $54M (- 5%

Fake Check Scams [ $48M (+116%)

Family & Friend Imposters I S32M (+36%)
Timeshare Resales | $16M (+15%)

TOTAL LOSS (% CHANGE FROM 2021)

Protection Bureau

cfpb Consumer Financil FTC Protecting Older Consumers Report — October 2023



Loss reports by payment method for ages 60+ (2022)

Bank Transfar or Payment [ 55 70M 10%
Cryptocurrency [ 52880 R
Gift Card o Reload Card [N $126M D
wire Transfer [N $118M s

ceancare [l s54m I -
Debit mrulﬂﬂm _ 14%
Payment App or Service || $22M . BB

Money Order | $15M J i
TOTAL LOSS * % OF LOSS REPORTS

cfnly consumer Financial FTC Protecting Older Consumers Report — October 2023
r
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Contact method & total paid (all ages, 2022)

Text

Phone call

Email

Website or Apps

Social Media

Other

Mail

Online Ad or Pop-up

I -

6%

I >0

17%

13%
I
I
I o
>

B

14%

[ Percentage of all Fraud Reports with a Contact Method identified
Of those reports, the percentage with a dollar loss reported
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Examples of scams
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Examples of fraud and scams

Exploitation by an
agent under a POA
or person in another
fiduciary relationship

Theft of money or
property by family
members, caregivers,
or in-home helpers

Grandparent /
Imposter
scams

Lottery and
sweepstakes
scams

11



Examples of fraud and scams (cont.)

Telemarketer,
mail offer or
salesperson
scams

Fake charity

SCams

P
=

Tax and debt
collection
scams

Reverse
mortgage
fraud

12



Scams we will cover today

Tech support scams Online dating
scams

Family
emergency &
Imposter scams

Investment
scams

r Protection Bureau 1 3 3
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Online dating scams
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Online dating scams

Red Flags @

* New love asks you to wire money
for “emergency”

* New love asks to access your
bank or credit card accounts

* New sweetheart asks you to open
joint account or co-sign a loan

|
c - Consumer Financial
[ r Protection Bureau

Safeguards

* Never send money or gifts to a
sweetheart you haven’t met in
person

 Limit what personal information
(like bank or credit card accounts,
SSNs) you share with a new love.

 Limit what personal information
you share online and on dating

apps

15



Romance Scammers: Their Favorite Lies by the Numbers

"l or someone close to me
is sick, hurt, or in jail”

"I can teach you how to
invest"

24%

18%

"I'm in the military far away™ 18%
"I need help with an
important delivery”

"We've never met, but let's
talk about marriage”

18%

12%

"I've come into some

. 7%
money or gold

"I'm on an oil rig or ship”

"You can trust me with your
private pictures”™

Protection Bureau 1 6
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Top payment methods on romance scams in 2022

The largest aggregate reported dollar losses were in cryptocurrency, but more people

reported paying with gift cards than any other method.

m Cryptocurrency w Gift Card Other
w Bank Wire Transfer or Payment W Payment App or Service

28%

TOTAL REPORTED LOSS

27%

NUMBER OF REPORTS

Cfpb Consumer Finenci FTC Data Spotlight - Feb. 2023
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Guard your wallet as
well as your heart.

A romance scam is when a new love
interest says they love you, but they
really just love your money—and may
not be who they say they are.

‘ [ |
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Be on the lookout for these warning
signs of a romance scam:

* A new love who lives far away asks you to wire
them money or share your credit card number
with them—even if they say they'll pay you back.

* Your new romantic interest asks you to sign a
document that would give them control of your
finances or your house.

* Your new sweetheart asks you to open a new
joint account or co-sign a loan with them.

* Your new darling asks for access to your bank or
credit card accounts.

Report in-person romance scams to local law
enforcement. Report online romance scams to
FTC.gov/complaint.

)

B= An official publication of the U.S. Government
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Tech support scams

Red Flags @ Safeguards :

» Unsolicited call from “tech * Never give control of your
support” says they found a computer to someone who calls
problem on your computer & need you out of the blue.
to remote in

* Unknown pop-up appears with - Don’t click links in unsolicited pop-
phone number to call for “tech ups or emails.
support”

* Unsolicited email about « Keep anti-virus software up to
suspended account, with link dateF.) P

(which installs malware)

[ |
c - Consumer Financial
[ r Protection Bureau
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Play it safe online

Protect your personal information while
you're online.

Being online lets you follow the news, connect with friends
and family, shop, manage finances, and more. Consider
these tips:

= Lock your devices just like you lock your front door.
Use a passcode or fingerprint to lock your phone or
tablet. If you have a computer, use a strong password
that's at least 12 characters long.

= Know the red flags of scams. If someone contacts
you and asks you to pay by wire transfer or gift card,
be wary. It's probably a scam.

* Share with care. Limit how much personal information
you share online. Set your social media profiles to
private. If someone asks to connect with you on social
media, only accept their request if you know them.

Report scams to ftc.gov/complaint or 1-877-FTC-HELP.
Visit staysafeonline.org for more tips.

c-c""_ " Consumer Financial =
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An official publication of the U.S. Government
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Investment scams
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Investment scams

= Scammers may take advantage of
your trust or inexperience

= |t is important to be cautious if you
are asked to invest your savings

[ . .
c ‘ = Consumer Financia |
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Investment scams

cfp

Red Flags @ Safeguards @

» Asks you to “act now” or “before
it's too late”

* Promises guaranteed high interest
rates or “no risk” investments

* Tells you to leave everything in his
or her care

» Refuses to tell you how he or she
is paid

» Asks you to put all your money in
one type of investment

Consumer Financial
Protection Bureau

» Take your time and do your
research before investing your
money

» Check the background of a broker,
brokerage firm, or an investment
adviser at FINRA.org

* Interview the broker or adviser.
Ask questions such as:

o Can | file a complaint if | have a
problem?

o How are you paid?

24



Imposter scams
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Family emergency scam

Scammers:
May know grandchild’s name
Usually cry to disguise voice
Plead for victim to wire money

Ask not to tell family members

c‘— Consumer Financial
] r Protection Bureau

-

Please don't tell Mom.

~N

Hello, Grandpa. I'm in trouble.

J
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IRS imposter scam

Scammers:

Say money is owed for taxes
May “spoot” (falsely represent) IRS toll-free numbers
Use common names and fake IRS badge numbers

May threaten arrest or deportation

c "‘ Consumer Financial
] r Protection Bureau
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|dentity theft

Consumer Financia
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|[dentity theft

Thieves steal your personal financial information and use your identity to
commit fraud and other crimes.

« Social Security Number

Birth date

Credit card or account numbers

PINs & passwords

c:' Consumer Financial
] r Protection Bureau
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Preventing identity theft

Protect your personal information
Protect incoming and outgoing mail
Sign up for direct deposit

Use a shredder to destroy “financial trash”

Monitor bank accounts and credit card bills
Avoid come-ons for personal information

Review your credit record annually and report any fraudulent activity

c‘— Consumer Financial
] r Protection Bureau
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Report fraud and identity theft

=~ FEDERAL TRADE COMMISSION

X7/ ReportFraud.ftc.gov

: Report Now

,ﬁ";"‘*-"“ﬁ*?‘;;._ FEDERAL TRADE COMMISSION

e

&2 |dentityTheft.gov

Report identity theft and get a
recovery plan

Get Started =

31




More information and resources
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Money Smart for Older Adults

= An awareness program developedin
collaboration with the FDIC

= |dentity scams, fraud and other forms of ﬁUNEY SVART
exploitation ;uersgtllrgre Iédulf(ljts

= Instructor guides available for download

= Resource guide available in bulk for free

befo suemsicomume FDIG =20
S Francal retecion RGN eSronanon

= Available in English and Spanish

consumerfinance.gov/moneysmart

[ . .
c ‘ = Consumer Financia |
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https://www.consumerfinance.gov/moneysmart

Managing Someone Else’s Money

= Help for financial caregivers handling the finances
for a family member or friend who is incapacitated

n Guides fOI’ fOUF common types Of financial
uardia .
and cor - caregivers:

MANAGING SOMEONE ELSE'S M

S = Agents under a Power of attorney

= Guardians and conservators

Help for agents under
a power of attorney

= Trustees

= Social Security and Department of Veterans
Affairs (VA) representatives

. = Includes tips on protecting assets from fraud
consumerfinance.gov/msem

= Available in English and Spanish

c_1» -
== Consumer Financial
= r Protection Bureau 34


https://www.consumerfinance.gov/msem

Considering a financial caregiver

MANAGING SOMEONE ELSE'S MONEY

Considering a financial
caregiver? Know your options

Is a loved one having trouble managing their money because of
health problems or memeory issues? Or are you planning ahead in
case you need help in the future?

Knowing yeur options will help you chooss what works best for your situstion.

An informal carsgiver helps on an ss-nesded basis. If you nesd mere than cccasional

help, it might bs time to name a formal caregiver.

TYPES OF INFORMAL FINANCIAL CAREGIVERS

Considera....

What is this?

How does this work?

Conversation
partner

Thiz allows you to give a trusted relative,
friend, or profeszional an overview of your
finances (sven if you don't want to share all
the details).

Azk your broker or banker to send
a copy of your statements to your
daughter or accountant.

Ask a trusted fri
join when you
financial advizer.

nd or relative to
it your banker or

Trusted contact
person

You can add a “trusted contact person” to
your brokerage accounts. Some banks
may offer this toc. It allows your financial
inztitution to contact the trusted person in
certain circumstances, like if they believe
you're getting scammed.

Trusted contacts don't have access
to your monsy—they get notified if
the financial tution sess signs of

financial sxploitation.

Convenience

A “convenience account” or “agency account”

A convenience account doss not

account lsts you name somecne to help you deposit change the cwnerzhip of the

or withdraw moeney and write checks. money in the account or give your
R . helper the right to keep the monay
A convenience account iz not the same az a when you die. The money belangs
oint account. where monsy is jointly owned | oo
and the joint account holder automatically °
gets the meney when you die.

Next step Speak to your broker or banksr to see what informal caregiving options are available.

Protection Bureau

n
c"" Consumer Financial
r

Take thiz document with you.

Learn more at eonzumerfinance.gov  1of4

Consumer Financial
Protection Bureau

Informal caregivers
Formal caregivers
Choosing the right caregiver for your needs

To download or order free copies in English and
Spanish, visit consumerfinance.gov/order and
type “financial caregiver” in the search field.

35


http://www.consumerfinance.gov/order

Planning for diminished capacity and illness

CONSUMER ADVISORY AND INVESTOR BULLETIN | JUNE 2015

Planning for diminished
capacity and illness

"Diminished financial capacity”

is a term used to describe a decline
in a person’s ability to manage
money and financial assets to serve
his or her best interests, including
the inability to understand the
consequences of investment
decisions.

While the inability to manage one's money is clearly
a problem in itself, when peaple of any age lose the
capability to manage their finances, they may also
become more vulnerable to investment fraud and

other forms of financial abuse.

Preparing for your own financial
future: Hope for the best, but plan
for the worst

Losing the ability to manage your finances may

be something you'd rather not think about. We
often think about our financial capabilities, like

our ability to drive, as an important measure of cur

independence. But planning ahead may help you

stay in control of your finances, even if diminished
financial capacity becomes a serious problem.
Taking the steps listed below now may help avoid or

minimize problems for you and your family

Organize your important documents

Organize and store important documents in a safe,
easily accessible location. That way, they are readily
available in an emergency. Give copies to trusted
loved ones or let them know where to find the
documents. Typically, the following documents will

be most relevant to your finances:

* Bank and and
information. Make a list of your accounts with

account numbers. Keep a separate list of online
bank and brokerage passwords and PINs and
keep the lists in a safe place. In addition, make

a list of the locations of your safe-deposit boxes,
including where the keys to the safe-deposit
boxes are located. Also, keep your recent bank
and brokerage statements available, as well as
information about how to get those statements
online if you access them electronically.

Mortgage and credit information. Make a list of
your debts and regular payments, with account

numbers and namaes of the financial institutions

that issued the loans or credit cards.

The SEC's Office of Investor Education and Advocacy and the CFPB's Office for Older Americans
are issuing this bulletin to help investors and consumers understand the potential impact of

diminished capacity on their ability to make financial decisions and to encourage investors and

consumers to plan for possible diminished financial capacity well before it happens

cfp

= Consumer Financial

r Protection Bureau

= CFPB and SEC consumer advisory, Planning
for diminished capacity

= Planning ahead may help you stay in control
of your finances

= Powers of Attorney and trusts are options that
can help you plan for the future

36
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Ask CFPB: find answers to your questions

cfp

Ask CFPB

We offer clear, impartial answers to hundreds
of financial questions. Find the information
you need to make more informed choices
about your money.

am Auto loans

= What effect will shopping for

an auto loan have on my
credit? Read answer

| owe more on my current
loan than my current vehicle
is worth. What do | need to
know if | buy a new vehicle?
Read answer

M Bank accounts = Credit cards

and services
= Whatis a credit card interest

rate? What does APR mesan?

= How guickly can | get money Read
ead answer

after | deposit a check? Read
answer = How do | dispute a charge on
my credit card bill? Read
answer

= | would like to be able to
have my friend or family
member help with my bill-
paying and banking. What See all credit cards questions
are my options? Read answer

Consumer Financial
Protection Bureau

consumerfinance.gov/askctpb

37
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Submitting a complaint to CFPB

Mortgages = Credit cards and prepaid cards
Student loans = Credit reporting
Payday loans =  Debt collection
Auto loans or leases = Money transfers

Checking and savings accounts = Check cashing services

consumerfinance.gov/complaint

38



Contact Us

Consumer Financial Protection Bureau
Office for Older Americans

Website:
consumerfinance.gov/olderamericans

Email: olderamericans@cfpb.gov

39
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